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Disclosure Risk from Factor Scores

Gerd Ronningand Philipp Bleninger

Abstract

Remote access as well as remote analysis solve many prohlesigy from granting
researchers access to sensitive data. Both allow to ruysssalithout actually see-
ing the data. Therefore none of them demand either substintltering the data or
strictly restricting the access to it. Still remote accass @mote analysis bear the risk
to disclose sensitive information though the actual dataotsdirectly available. An
intruder has nothing to do but to apply standard proceduressophisticated way to
exploit certain features enabling disclosure. Even usodlumsuspicious multivariate
analyses bear great potential for data snoopers.

We will illustrate how an intruder could employ commonly ddactor analysis to dis-
close sensitive variables in a data set. We will derive ther@ach and evaluate it using
the IAB Establishment Panel. There is theoretical and dogbievidence for the high
risk for violation of confidentiality from all variants of &or analysis.

Keywords
Remote Access, Remote Analysis, Data Privacy, Disclosurététion, Factor Analy-
sis, Principal Component Analysis

1 Introduction

The scientific community needs high quality data for testimgle hypotheses or even
whole theories empirically. But mostly data collection xpensive and laborious, so it
is self-evident to go for data already surveyed approgyidig others. Public admin-
istrations, governmental agencies and other state itistigicollect and produce much
sought-after data. The crucial point is how to grant accedtdse data under legal
restrictions. Most micro data sets are confidential ancefoee cannot be released un-
restrictedly. Statistical analyses via remote accessmote analysis seem tdfer both
preservation of confidentiality and unlimited use of theadatowever, some precau-
tions have to be taken in order to minimize disclosure rigker€ are many sources for
disclosure from statistical analysis, especially fronenehce.

The most obvious example is from regression where provisfdmoth predicted val-
ues and residuals would allow to reconstruct the vector @dépendent variable. See
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Gomatam et al. (2005) for an overview of various scenarigsluing disclosure risk.
However, their paper does not include a discussion of plesdibclosure from multi-
variate analysis, and this is typical for the entire litaratrelated to this topic. In our
short paper we demonstrate that factor analysis impliesverseisk of disclosing the
micro data if factor scores are called for. These may be @ée@nn our case either
from the factomodel or from principal components which may be seen aenigirical
counterpart. As in the case of regression analysis we concentrate oretomstruction
of the whole data vector of a variable revealing the valuealloubjects in the data
set from which individual values can be extracted in a segtad. The latter may be
received from further background knowledge about the iddial of interest.

Factor analysis is very popular in the social sciences sgma a wide range of explo-
rative and confirmatory tasks. It might also be worth poigptout that factor scores
played an important role in econometrics already for a lamgt Kendall (1957) and
McCallum (1970) suggested that factor scores (generated firincipal components)
should be used in regression analysis in order to alleu@@toblem of multicollinear-
ity in regression when the number of regressors is large.a@vfotime series economet-
rics have resumed this idea after having established désistochastic properties in
case of time series data (Stock and Watson, 2002).

However, since the aim was to forecast macroeconomic uasabo micro data were
involved in these studies. Moreover, disclosure risk frawtdr scores occurs (as will
be demonstrated below) if some variable is uncorrelateld alitothers which may not
be typical for macroeconomic data sets. Most recently, keweBuch et al. (2010)
have used the micro data from a set of 1512 banks in theirrfacigmented vector-
autoregression (FAVAR) approach.

After a brief description of the respective method, we gighart overview on dier-
ent estimation procedures for factor scores. Section 4 dstraies that for all these
approaches a severe disclosure risk exists if a singlebtaria uncorrelated with all
others. The empirical example in section 5 shows that suakeletion structure can be
generated by selecting the "appropriate” set of variabtesthat on this basis it is pos-
sible to disclose a data vector. The data are taken from tBeHgtablishment Panel, a
survey collected by the Institute for Employment Reseafdh® Federal Employment
Agency.

2 Some basic facts on factor analysis

Consider a set ahrandom variables

n=0w.n2 ....10m)
with
Eln] = Ky covin] = X,
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for which n observations are available leading to thex(m) data matrix

Yi1 Y12 ... Yim
Yor Yoo ... Yom
Y= Y1 Y2 .- Yam [=(Y,Vor.-:) Yi)

ynl yn2 ynm

The factor model seeks to explain thmevariables by a set gh < m "common factors”
f=(fufo....fp)
by the linear model
n-p,=Af+u Q)
where the in x p) factor loading matrix is given by
/111 /112 . /llp
A A oo A
N
/lrn]_ /ln']z oo /lmp

andu is anm-dimensional vector of "specific factors” with

Y
/)
E[u] =0, covu] =¥ =

Wm—l
Ym

Ofteny; is also called "uniqueness” as it measures the degree tdwinécvariable is
unique in the sense of not being part of a common factor. Sheéactors are assumed
to be orthogonal witltov[f] = | as well as independent from we obtain the so-called
"fundamental equation”

X, =AN+V¥

Note that for each observatiorwe have ap-dimensional vectof; of "factor scores”
from (1) so that for alh observations we arrive at the x p)-matrix

fll f12 N flp
f21 f22 cee f2p
F = far fao ... fgp
fnl fn2 oo fnp
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of realized factor scores which is related to the data ma¥fiky the equation (McDon-
ald and Burr, 1967, p. 384)
Y-M=FA +U (2)

or more explicitly by

P
yij_,ujzz/ljkfik"'uij ,i:].,...,n;j:].,...,m,
k=1

which implicitly defines ther{ x m) matrixM by
M=unou,

Heret, is ann-vector of ones an@ denotes the Kronecker product. We will call (2) the
"empirical factor model” whereas (1) will be called the "tretical factor model”.
Usually only model (1) is presented and discussed sincestmaa&ed matrix of factor
loadings is the only measure of interest. If the estimatettimmA has a block-diagonal
structure, particular factors can be related to a subseteoéctorp which helps to
interpret these factors. In addition, it is possible to tetine factors to attach factors
more clearly to certain variables and to facilitate theterpretation with regards to
contents.

3 Estimation of factor scores

In the following we assume that the factor loading maiiiss known or rather has been
estimated. Theihdicates that the matriX has been estimated in an earlier step. Hence
the resulting estimates éfdepend on the method by which the factor loading matrix
was determined. In all casas resp. its estimata, represents the original or the rotated
factor loadings. There are four approaches to determinentitex F of factor scores
which will be described in the following subsections.

3.1 Least squares solution

If one considers the theoretical factor model (1) under theva assumptions, it can be
seen as a regression model with unknown vettohich should be estimated by least
squares. The resulting estimator is

fis = (AA)*A(n - Hy) - 3)

Horst (1965) seems to have been one of the first using thisularfMcDonald and
Burr, 1967, p. 386). If we apply the same estimation prireipl the empirical factor
model (2) we obtain

Fis=(Y-M)AQAA)T . (4)
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3.2 Bartlett's method

If one considers the non-scalar structure of the covariamateix ¥, a generalized least
squares formula seems more appropriate:
foa= AFA)V AP (p-p,) (5)

Note that now also the matri has to be determined in advance. Again, thmelicates
that it has been estimated. This formula has been propos&hifilett (1937). The
corresponding result from the empirical factor model is

Fea=(Y-M)P 1A A ¥PA)?T . (6)

Fahrmeir et al. (1996, p. 648 and 690) remark that (5) can ¢rded as a Maximum
Likelihood estimator when normality faf is assumed. Non-normal distributed vari-
ables innp lead to Quasi-Maximum Likelihood estimation of loadingsl@cores, being
still asymptotically normal distributed and consistent.

3.3 Thomson’s method
3.3.1 The theoretical factor model

The method is attributed to both Thomson (1939) and Thuestp®35). For the follow-
ing see also the slightly fierent derivation in Fahrmeir et al. (1996). Thurstone (3935
has derived factor scores from the requirement that thenated factor scord; is as
close to the "true” factor scorg as possible for 1 ,...,p. He considers the linear
estimator i
fi = am-p
for which the mean-squared error
MS; = E[(fj - £;)?] = E[((n - n) & - )| = & E,,8 — 2] covln, f] + var[f]]
should be minimized with respect to the vecgr For the first derivative we obtain
IMS;
0 a;

Z{Enn a; — covn, fj]}

2{(AN + W) a; - A

where4; is anm-dimensional vector representing theh column of the matrixA. Here
we have used

fj Zlgzl A+ Up /lljvar[fj] /llj
fi Axfc+ U Agivar| f Aoi
covin, ] = E|| it ol | 2jVe | _ 5
fj ZE:l /lmkfk + Umn /lmjvar[fj] /lmj
(7)



and the assumption of the orthogonal factor model thap &ictors f; (with unit vari-
ance) are uncorrelated.
Setting the vector of partial derivatives equal to zero ltsso

a = (AN +¥)' 4
which leads to the following estimator of scores of fhih factor:
Aol ~ ~ ~y ~\—1
fi = (AN +¥) (n-p,) (8)
For all p factors jointly we arrive at
) A (A X7 ~\ 1
fre = AN(AN +¥) (-p) 9)

3.3.2 The empirical factor model

The corresponding formula for the empirical factor modelig2hot so straightforward
and to our best knowledge it has not been discussed in tihatlite. We therefore here
present a detailed derivation.

We consider a linear estimator

F = (Y-M)A
whereA is a (mx p) unknown matrix. We want the estimator to minimize the ezpien

¢ = E[r{F-FF-P)|
= E[tr{((Y -M)A-F)((Y -M)A - F)}]
= E[tr{A'(Y =M)' (Y =M)A - 2A’(Y -M)F + F'F}]
= ntr{A’L,A - 2A'L; + Ly}

with respect toA whereX,; is the fnx p) matrix of covariances (7) af andf andXy
is the (o x p) covariance matrix of the vectdr. Differentiating this expression with
respect tA gives
d¢
oA
where we have used results for matrixterentiation (Lutkepohl, 1996). Recalling the
results from (7) we note that

= 2n(Z,A - )

T, = A

Hence from setting the partial derivatives equal to zero bitaia

_y-1 _ ’ -1
A=E A=A +¥)7A



which leads to the so-called 'Thomson estimator’ of factmrss:

Eru=(Y -M) (AR +¥) " A. (10)

Using well-known results for inverting the sum of matricesd Liitkepohl, 1996, p.29)
and the so-called "binomial inverse theorem” (see Pres&,119.23) we obtain

~ ~y

(AR’ + \i')‘1 A

(- PR (RFA 4 1) KA

~

= WEA{(AFK 1) (1))
Therefore Thomson'’s estimator can also be written as
Fru= (Y -M)¥ A (R¥A + 1) (12)

In this form the estimator is usually cited, for example bytBalomew et al. (2009, p.
574) who refer to the empirical factor model whereas Fahretail. (1996, p. 691) give
the corresponding result for the theoretical factor model.

3.4 Principal component analysis

Of course, the principal component approach can also be tasestimate the factor
scores: If we consider the the spectral decomposition ofdlrariance matrix

Zrm = Q 0] Q, s

the principal components;, j = 1,...,m, are given by the matrix

(Py P2 oy Pray Pm) =P =YQ =(Yas YOz .... YOmi Ylnm)

where the columng; are the characteristic vectors of the covariance matrixedsethe
diagonal matrix® contains the characteristic values. Usually, only theqypial com-
ponents corresponding to the largest characteristic satee used since they represent
"maximal variation”. The matribP can be seen as the matrix of estimated factors, i.e.

A

ch = P . (12)

To make the results conformable to those given above foorfactalysis, the data matrix
Y should be substituted By — M, i.e. deviations from the means should be considered.
For more details see any textbook on multivariate analy&isgs, 1972, e.qg).
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4 Disclosure risk for uncorrelated variables

We now consider a certain variable uncorrelated with aleothariables of a data set.
(As we will see later on, in reality correlation which is alst@ero will be the relevant
case.) For concreteness let us assumerthad the variable in question so that the
covariance matrix may have the following block diagonalsture:

_ 011 (04

EU’I - ( 0 222 ) (13)
whereX,; is the fn— 1) x (m - 1) covariance matrix of the remainimg— 1 variables.
Clearly, this leads to a factor loading matrix with a firstttac’loading” only on the first
variable and the remaining— 1 factors having zero loading weight on this variable.

1 0 0 0 0
0 /7.22 /123 “en /12’ p-1 /lZp

A _ 0 /132 /133 /l3yp_1 /l3p B 1 0O

I R oo : -\ 0 A
0 Am12 Am13 -+ Am1p1 Am1p
O /ln']z /ln"B oo /lmp_]_ /lmp
Note that this implies
1 O . 1 04

ANA = and (A’A = -

(o A’ZAZ) (A"A) (o (AzA.) 1)

It should also be noted for the following that one of the cheeastic values of the
covariance matrix (13) equads;;. However, this characteristic value need not to be the
largest one. For example, if all variables are standardspetthat the covariance matrix
equals the correlation matrix, we may consider the speoraétation matrix

1/0 0... 0O

Ol1 o ... 00
Olo 1 ... 0 0

Olo o ... 1 o
Olo o ... 01
with —=1/(m—- 1) < o < 1. Then thean— 1 characteristic values of the lower-right block
are given by

1+(m-1), 1-0, 1-0,...,1-0

whereas thanth characteristic value equa#s = 1 which follows from the block-
diagonal structure of the matrix. Howeveéy,= 1 never will be largest.
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4.1

The least-squares solution

For the least-squares solution (4) (disregarding notatidicating estimated quantities)
we obtain in this special case

10 1 o
o= oo (e o o)

1 o
= Y-M) [ 0 A, (A'ZAZ)_l )

Y11 — M1
Y21 — M1
Y31 — M1 f2 , f3 s eee fp—l’ fp

Il
[ —

Yn1 — M1

Therefore the first factdy is identical (up to an additive constant) to the data vegior

4.2

The Bartlett solution

= (Y-M)P 1A (AP IA)?

) L 1 O 1 0\ [yt 10 )\"
()3 2B 2 w2
B yit o yit o N

= (Y-M) ( (1) YA, ) (( (1) ALY A, ))

1 o
0 ([ g

Y11 — M1
Y21 — M1
= 1-| Yai—a f2, f3, e fp—l’ fp

Yn1 — M1

As in the least-squares solution the first fadtas identical (up to an additive constant)
to the data vector describing the varialgle However, the estimated factors fpr=

9



2, ..., p differ from the least-squares solution.

4.3 The solution of ThomsopThurstone

(Y -M) (AR + ¥)" A

(5 e )+ () (5 8

(L+y)? o
0 (AzA’Z + “Pz)_l A2

Fru

(Y—M)(

Y11 — M1
Y21 — M1

1 -
Tor Y31 — M1 f2, f3, ey fp—l, fp

Yn1 — M1
The results show that in this case the estimated fdgtdiffers not only by an additive
constant; additionally the multiplicative factoy(1 + ;) has to be taken into account.
If ¥ is small or the estimate af used in the computation is available, disclosure risk
again is high!

4.4 Factors from the principal component approach

In case of the special covariance matrix (13) one of the cheriatic values, say,
equalso;which, of course, is not necessarily the largest charatteralue. The cor-
responding characteristic vecigy then must satisfy

1
0

0
q; = :
0
0

Therefore, the corresponding principal component is giwen

P; =Ydj=Y1

so that in this case the data vecywiis exactly reproduced by the principal component.
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5 Empirical Evidence

5.1 Data

The IAB Establishment Panel is a nationwide annual survesntdrprises in Germany
representing all kinds of business conducted by the Institr Employment Research
(IAB). It includes establishments with at least one empéogevered by social security.
It contains a lot of business-related facts (e.g. managgrnesiness policy, innova-
tions), a large number of employment policy-related subjée.g. personnel structure,
recruitment, wages and salaries) and various backgrodadmation (e.g. regional lo-
cation, industrial sector). For further description sescker et al. (2008) and Kalling
(2000).

Of course, establishments attending the survey do not Wamtdensitive information to
be available. Additionally, German law restricts the rekeaf data from public admin-
istrations (which the IAB actually is part of) to secure iy and preserve at least de
facto anonymity. Therefore the IAB Establishment Panel @ntained by a Research
Data Center (FDZ) granting access, running requested semnd controlling the out-
put. Remote analysis and even more remote access is seeih®e ¢peld standard for
data providers. In the following we assume that the FDZ wddde already imple-
mented a remote access to the data set or at least developatbteranalysis server
under regular conditions.

To make our point we try to intrude the cross-section fromytsar 2007. All missing
values in this data set are replaced by single imputationraaded like observed val-
ues. See Drechsler (2010) for a description of the imputadiche missing values in
the survey. The sensitive variable to be disclosed is thtar from an establishment’s
sales after taxes. Thus we exclude all non-industrial argdions, regional and local
authorities and administrations, financial institutioasd insurance companies. The
remaining data set includes 12,814 completely observextiges.

5.2 Estimation of factor loadings

Since in empirical analysis often the data are transformyeth® logarithmic function
in order to reduce skewness and kurtosis, instead of turveeevill use

y1; = log(turnover; + 1)

in the factor analysis. Note that the transformation leadstariable which is approx-
imately normal distributed, leading to Maximum Likelihoedtimation of the corre-
sponding loadings and scores. However, it should be natedthat the intruder finally
wants to know turnover itself so that we have to identify thigneated turnovers by using
the exponential function. As will become clear from our exdéemeven these additional
transformations will not fier security against disclosure of the original turnovers. T
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obtain the actual values we re-compute the estimated tarady the exponential func-

tion.

The other auxiliary variables are chosen strategicallyating to the modelling de-
scribed above, without regards to content. They are all raptess uncorrelated with
the turnover and its logarithm. Therefore the empiricatelation matrixR (see Table
1) approximates the assumption of zero correlation in geativery well. Altogether
we are using the following eight variables which we will nefe by their abbreviation.

1
2
3.
4

6.
7.
8.

total number of civil servant aspirants (asp.)

(vac.w.1)

. turnover (turn.) from sales after taxes, resp. its ldgari(lgturn.)

. investments in EDP, information and communication tedbgy equipment (inv.)

. total number of vacant positions for unskilled, low-, $erand skilled workers

number of vacancies notified to employmetfiitoe for unskilled, low-, semi-, and

skilled workers (vac.w.2)

number of vacancies notified to employmeffitoe for qualified employees (vac.em.)

employees with wage subsidies (sub.)

employees older than 50 with wage subsidies (sub.50)

As we can see from the first column of Table 1 the logturnoverase or less indepen-
dent from the other variables. The latter have any inteticela we actually do not care
about.

In a real data setting zero correlation will hardly occur dmmhce exact results as

Table 1. Empirical correlation matrik of the logarithmic turnover and the auxiliary

variables

lgturn. inv. asp. vac.w.l vac.w.2 vac.em. sub. sub.50
lgturn. | 1.0000 0.0587 0.0082 0.0536 0.0374 0.1193 0.098851G.
inv. 0.0587 1.0000 -0.0075 0.0057 0.0083 0.0440 0.0020 10.01
asp. 0.0082 -0.0075 1.0000 -0.0003 -0.0004 -0.0011 0.0018B04B
vac.w.1| 0.0536 0.0057 -0.0003 1.0000 0.9249 0.0925 0.0285190
vac.w.2| 0.0374 0.0083 -0.0004 0.9249 1.0000 0.0905 0.0222160
vac.em.| 0.1193 0.0440 -0.0011 0.0925 0.0905 1.0000 0.0641858
sub. 0.0984 0.0020 0.0015 0.0285 0.0222 0.0641 1.0000 D.790
sub.50 | 0.0513 0.0111 0.0045 0.0199 0.0160 0.0853 0.790100.0

given in section 4 are unelikely. In fact, there is an intatren between the number
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of vacancies notified to the employmeiiiice for qualified employees and the turnover
(o015 = 0.10) resp. its logarithmo s = 0.12), but it is low, especially in comparison to
the other correlations in the matrix (e @7 andos4), and in the end it will turn out to
be almost negligible.

All data manipulations and analyses are done using the guoe€actanal of the sta-
tistical software package 2.9.0 (R Development Core Team, 2008). lters Maxi-
mum Likelihood estimation of the loadings using startinfyrea for the variances of the
specific factors, i.e. the uniquenesggsaccording to Joreskog (Lawley and Maxwell
(1971), p. 31) for the quasi-Newton-method of maximization

Usually the numbep of factors is evaluated using Bartlett’s test of spheri€itgbias
and Carlson, 1969) or using screeplots (Fahrmeir et al6)19Bhis would lead to ex-
traction of only two factors. However, here we chogse: 4 arbitrarily considering
only its purpose of disclosure.

As in the initial matrix of estimated loadings both wage sdies load too high on the

Table 2: Rotated MatriA of estimated loadings
factor 1 factor2 factor3 factor 4
Igturn. | 0.0202 0.0360 0.9867 0.1406
inv. -0.0046 0.0019 0.0326 0.1888
asp. 0.0002 0.0051 0.0105 -0.0167
vac.w.1| 0.9879 0.0134 0.0267 0.0487
vac.w.2| 0.9325 0.0090 0.0089 0.0673
vac.em.| 0.0796 0.0742 0.0853 0.2194
sub. 0.0166 0.7933 0.0719 -0.0100
sub.50 | 0.0041 0.9958 0.0088 0.0471

third factor disturbing its relation with the turnover andhhishing its desired usability
for disclosure, we rotate the factors. Rotation is done@tiog to the Varimax-criterion
(Kaiser, 1958). We choose this criterion for two reasonsstFhigh loadings of each
variable should only result for a few factors and the resukhbe near zero. Second, it
rotates the factors orthogonally, so we maintain the streadf the loadings. Third, it
is the most common criterion and therefore it is unsuspgido our case the resulting
loading matrixA of rotated factors is just as we want it to be, i.e. it suppdigslosure
(see Table 2).

The Ioadingsi,-,k, j=1...,8;k=1,...,4 given in Table 2 come very close to the
loadings matrix required for a disclosure. Obviously we @bk to extract one single
factor (the third factor), almost perfectly loading ¢ = 0.9867) solely on the sensitive
turnover and therefore almost perfectly correlated onlghwie target variable. The
scores of the third factor will almost equal the true lodartc values of the variable.
Looking at the uniqueness (variance of specific factoosju] = ‘i’j in Table 3 we rec-
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ognize that the logturnover is very well explained by itséa@nd that there is almost
no variancey, left for its specific factou, (Note that the statistical software packaye
turns all near-zero values M to a default value of @05 to avoid problems with opti-
mization. Anyway, in our case we get the desired, very sma)l This factor model
obviously serves our purpose of disclosure very well.

Tables 2 and 3 show that under usual circumstances thisr fantdysis would be

Table 3: Matrix'¥ of uniquenesses
Igturn. inv. asp. vac.w.l vac.w.2 vac.em. sub. sub.50
Igturn. | 0.0050
inv. 0.9633
asp. 0.9996
vac.w.1 0.0208
vac.w.2 0.1257
vac.em. 0.9327
sub. 0.3652
sub.50 0.0061

rejected instantly by a serious researcher looking forvegleresults and not for dis-
closure. There are three variables, namely the investnierE®P, information and
communication technology equipment, the total number af servant aspirants and
finally the number of vacancies notified to employmetfiitce for qualified employees,
not suficiently loading on any common factor, but being characsetiby very high

uniquenesses pointing at major specific factors.

5.3 Estimation of factor scores

In the next step, we estimate the matffiof scores of the factors with the rotated load-
ings from Table 2. We use Bartlett’s solutions (5) as well &smson’s solution (9)
as outlined above. Having estimated the score values, we sloé empirical model
for the estimated logturnover using its mean; under the assumption that the mean
of a (transformed) variable is available in remote accedscoOrse an intruder is not
interested in logarithms of turnovers. As already mentione re-compute the esti-
mated turnovers to obtain estimatiops Of the actual values of every establishment
i =1,...,ninthe data set by

Yui = eXp{Vii} -1

Obviously this is a crude method leading to biased resuisg@ally as the expectation
is biased), but as we will see its actudlleet on the disclosure is very small: Despite
the log-transformation and exp-retransformation we ate &mbdisclose the true values

14



almost perfectly.

Fory; being only an approximation of the trye we need a criterion for the reliability
of the disclosure. To asses the actual degree of disclosuts@the dierence between
real and approximated turnover relative to the real turnove

s =TV G g

Yii
For illustration we will show scatter plots of thesefdrences including a Locally
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Figure 1: Relative dierences; for Bartlett’s factor scores (with LOWESS)

Weighted Scatter plot Smoother (Cleveland, 1979, LOWE&3)ustrates the dier-
ences over all establishments very well without furtheuagstions. The LOWESS is
based on a local polynomial fitted into the 10% nearest negitoweighted tricubi-
cally. The scatter plots are interpreted in the manner tiedtsclosure is good if the
differences); are dispersed narrowly around zero. The smoothers ar@rated in the
manner that in the case of disclosure the LOWESS is a strh@gi#ontal line on zero.
In any other cases it shows the bias in the estimated valgasdiaeg disclosure.

First we present the disclosure using Bartlett's methodstorate factor scores. The
solution in section 4.2 shows that the factor scores apprate the data vector very
well. Of course, here the factor is not exactly equal to thresde as there are empirical
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Figure 2: Relative dferences; for Thomson’s factor scores (with LOWESS)

correlations greater zero disturbing the disclosure. Heweboth the average relative
differences = 2.781e — 06 and the variance of theftBrencess? = 2.913 - 06 are
almost zero resulting in a nearly perfect disclosure ofually all the establishments’
turnover. The disclosure is illustrated in Figure 1. The pefnel shows the results for
the whole Establishment Panel and the right panel showsthdtrspecifically for the
1000 largest establishments as they may be of special stteran intruder. Please note
that the enterprises are ordered from the largest to theleshale. in the figures the
size of establishments decreases from the left to the rigtihe left panel the leftmost
enterpises already contain the 1000 largest establisisnfremt the right panel, but a a
more detailed view can be insightful. As one can see theveldifferences between the
true turnovers and the turnovers approximated from thefacores are very low with-
out relevant dispersion.The LOWESS is almost a straiglet éin zero though a small
window (of only 10 %) was chosen which usually leads to wiggss of the smoother.
We also estimate the factor scores using Thomson’s methgadinAhe scores have to
be re-scaled and re-computed. The veétof relative diferences again mirrors the de-
gree of disclosure of the true turnover of the establishmdfigure 2 shows the results
the same way as above. As we can see the factors scores estiwitit Thomson'’s
method also disclose the true values with an average-00.0001 & = 0.0002). As
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Figure 3: Relative dferencess; for Thomson'sy-corrected factor scores (with
LOWESS)

we stated in section 4.3 Thomson'’s solution leads to estisnaiased by the variance
of the turnover not explained by its factor, namely by the tiplitator 7. Indeed,
according to Figure 2 we underestimate the true turnoversherelative dferences
deviate systematically from zero towards negative valtes the largest enterprises in
the data which we consider to be of main interest to an intrtitetrue values are even
more underestimated. We can see the systematic bias dgp&oia the LOWESS in
Figure 2.

To obtain disclosure we have to correct the estimationséyrhltiplicator ;. Table

3 reports a uniquenesgs = 0.005 of the logturnover. Indeed, according to Figure 3,
the estimationgy; from the corrected Thomson-scores are generally muchrdioslee
real turnovers. In particular, we do not underestimateuhaavers anymore and conse-
guently the relative dierences are not only diminished but also there is no systemat
deviation below zero (see especially the right panel of Fad).
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6 Conclusions

There is an increasing demand from researchers for miceo fdat varying sources
underlying restrictions preserving confidentiality antv@cy. We address this problem
in a remote analysis and remote access setting. We resttlet risk of disclosure from
factor analysis. We choose factor analysis for being a widskd technique, incorpo-
rated in every standard statistical package. In addittas usually based on micro data
instead of covariance. On first sight you would not expectltear the risk of disclosure
for micro data as it is usually used for dimension reductiod geature extraction, i.e.
for the compression of detailed information.

Disclosure risk from factor scores arises if a single vdeabalmost uncorrelated with
all other variables in the data set. An intruder may choosetdéinget and the set of
other variables strategically as we illustrate quite deca#lyy in our empirical example.
Though we do not have optimal circumstances with uncoedlaariables and though
we perform profound transformations and re-transfornmatiof the target variable, the
risk of disclosure remains serious. Most important, ourgpahows that disclosure risk
is not limited to a certain variant of factor analysis butxists in all alternative ap-
proaches for estimating factor scores. Although the ppsla@omponents method is the
most common method of factor extraction and score estimatve do not give empir-
ical evidence. However, we provide theoretical considenatabout the disclosure risk
which the principal components method bears. In the endvikibiod is as risky as the
others.

The usual definition of confidentiality aims at individualyaicy and the disclosure of
single values. Through factor analysis whole data vect@sevealed and you cannot
assign the values to individuals immediately. Anyhow we this approach to be seen
as the first step towards violation of individual privacy.dar view you cannot ignore
the risk of an intruder revealing whole data vectors.

Of course, once discovered, this kind of attacks can beygaigl/ented by suppressing
estimation methods, detailed parameter and score estmsaéind model diagnostics
(e.g. the uniquenesses). Even the output of the factor scondd be suppressed and
instead the researcher is only allowed to use them for fudhealyses (e.g. Principal
Component Regression). However, we want to emphasizehisattiuse of factor anal-
ysis is only a showcase. Data providers granting accessnsitise data need to be
sensitized to statistical disclosure. There are many wagbtain sensitive information
using standard analyses and not all of them are that obvious.
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A Equicorrelation

We assume that pairwise correlation of random varialdies. ., X; is equal too with

—>0>1.
r-1 e
The correlation matriR can then be written as

wherel, is the ¢ x r) identity matrix and; is anr dimensional vector of ones.
Characteristic values; of this matrix are given by

A1 = 1—(r—1)g
A = 1-0,j=2,...r, (14)

and the corresponding characteristic vectgrsatisfy the following conditions:

X1 = —=¢
L;Xj = 0, j:2,...,r, (15)

Proof of (14):Using theorem 8.4.3 or 8.4.4 of Graybill (1969) we can wrlie t
characteristic equation as

dt(R - 11,) = A+ -Lo-)@A-0-ADD = 0
from which the above results follow.

Proof of (15):The characteristic vector corresponding to the first charestic value
A1 must satisfy

R-@A+r-2Do)l)xy = 0
or
(A1-9l + outy — A+ -1)))xy = 0
leading to
L; X1
X1 - r

Since the characteristic vectors are normalizednust satisfy

1
1 = XX = F(L;xl)z
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Taking into account that all elementsxafmust be equal, we arrive at

1
X1 = ﬁ [
Using the same approach again fgr. . ., A, the corresponding characteristic vec-
torsx; must satisfy

((1_Q)|r +ert;_(1_9)|)xi = 0
leading to
ouyx; = 0
from which
L; Xj = 0
follows.
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